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One key issue that affects Cochrane Groups is how data are stored on individuals. Cochrane provides 
central systems to store personal data and we would encourage you to use these systems. This ensures that 
all data is centrally, securely managed and kept up to date. This means only using Archie to store data 

http://oralhealth.cochrane.org/news-events
https://mailchimp.com/resources/guides/getting-started-with-mailchimp/


on people. In this brief document we explain why this is preferable to using spreadsheets or other local 
systems. 
 
To comply with the legislation, you need to: 

• keep data secure,  
• keep data up to date,  
• ensure data held are correct; and  
• ensure data held are relevant. 

 
Complying with the legislation is easier to do on a centralized database, such as Archie. Using central 
systems means that Cochrane has more control over what is stored, why and how, which is of benefit in 
demonstrating compliance with the GDPR. 
  
For example, if a person changes their email address, this can be updated on a centralised database quickly 
and efficiently. However, if their information is kept in multiple locations not all will be updated and this will 
result in Cochrane holding out of date data, a practice which is not compliant with GDPR. Contact 
preferences should also be maintained and updated when required on the central database. Furthermore, if 
a person requests disclosure of any personal data held this can be shared accurately. With a single 
database we can control what personal data are stored and be GDPR compliant 
 
Data can be kept on spreadsheets, but they have to be securely stored, with relevant access controls, 
encryption and written procedures on how the spreadsheet is kept up to date, relevant and correct. If it is 
printed out, it should be stored securely (e.g. in a locked cupboard and keys not left on a desk), no copies 
left on desks/photocopiers and securely destroyed when no longer needed. Spreadsheets are easier to 
share too, which has risks attached. 
 
If you do need to collect data on individuals outside of our core systems, then when you collect that data you 
should inform the individual about how you will store and process their data and either seek their consent for 
doing so or provide some other lawful basis for processing3.  
  
Fundamentally, storing information on a centralized database means it is easier for Cochrane to meet the 8 
principles of the GDPR and means that you don’t need to worry about the above issues.  
 
Please take this opportunity to review the data you hold locally in spreadsheets or similar formats outside of 
Archie, and ask yourself: 

• Is it necessary to store this personal data, if so what is the reason? If not, please delete/securely 
destroy it. 

• Is storing all of the personal data necessary or just some of it, if the latter, remove unnecessary data.  

• If storing the personal data is necessary, could this be stored on Archie instead, if not why not? If it 
can, please add all relevant details to Archie and delete/destroy the spreadsheets. 

• If it is necessary to store the data and it can’t be stored in Archie, please document how you will 
keep it up to date and ensure its security as described in the document above.  

 
If you have any questions about this or need further assistance, please contact the community support team: 
support@cochrane.org  
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